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Secure Computing® is a global
leader in Enterprise Gateway
Security solutions. Powered

by our TrustedSource™
technology, our award-winning
portfolio of solutions help

our customers create trusted
environments inside and
outside their organizations.
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Continuous, real-time
updates for spam and virus
protection

Regular optimization updates
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24 x 7 U.S.-based level 1
phone support

24 x 7 email support
2-hour response time

Advanced hardware
replacement service

IronMail Appliances

Award-Winning Protection for Any Email Environment

Email systems are a prime target for a host of costly attacks, including inbound threats such

as spam, viruses, hacking, worms and Trojan horses, and outbound threats like corporate

or regulatory policy abuse and data loss. Because modern-day spam and “zero-day” viruses

can spread around the world in just minutes, companies require an adaptive, rapid-response
approach to defending critical mail systems. Trusted by the world’s largest and most respected
organizations, including more than 40 percent of the Fortune 500, the IronMail® email gateway
appliances from Secure Computing® provide the most effective, comprehensive protection for
today’s messaging environments. IronMail combines the critical elements of a comprehensive
email security approach into a single hardened platform that provides immediate relief from all
manner of inbound and outbound threats and can scale to meet the needs of any business.

Inbound Protection

Powered by TrustedSource

Secure Computing developed TrustedSource, the most precise and comprehensive reputation
system available to provide active, global intelligence based on the conduct of every type of entity
on the Internet. Secure Computing has integrated IP, message, domain, and URL reputation
scores into our IronMail email security appliances since early 2002, providing real-time analysis on
more than one-third of the world’s enterprise messaging traffic. In many environments, Secure
Computing has been able to block 80 percent of connections based purely on reputation data,
increasing security levels while maintaining a false positive rate of less than one in one million.

Accurate and Effective Anti-Spam

IronMail’s SpamProfiler™ technology utilizes a variety of detection techniques to examine
thousands of characteristics of every message, generating a precise score that helps determine the
probability that a message is spam, malware, a Phishing attack, or some other threat.

Outbreaker Defender Anti-Virus
Outbreak Defender™ takes anti-virus beyond simple attachment filtering to close the window of
vulnerability that occurs between when an attack first emerges and when a signature is available.

e Multiple Detection Techniques: [ronMail combines multiple virus detection techniques,
including a unique ability to utilize up to three virus signature engines simultaneously, keyword
policies, file extensions, deep attachment inspection, sender and message reputation, and
sender analysis.

e Stops Infected Outbound Mail: In the event of an outbreak that begins inside your enterprise,
IronMail ensures that it cannot spread through your email gateway to the outside world,
assuring your enterprise that no such messages will ever reach your business partners or
customers, preserving your corporate reputation and protecting you from liability.

Outbound Protection
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techniques used to detect spam and viruses, IronMail provides industry-leading email content
analysis tools to ensure the tightest control of sensitive content.



Policy-Based Transparent Encryption

IronMail offers multiple encryption technologies, ensuring that messages can be delivered and
received securely without any end-user action:
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encrypted messages from IronMail-protected senders via a familiar Web interface. Multiple
encryption techniques can be used in tandem, removing any questions that may arise over
conflicting technologies.

Scalable to Meet The Needs of Any Business

Whether you're a 25-person start-up or a multi-national giant, [ronMail provides comprehensive
inbound and outbound messaging protection, powered by TrustedSource. Three distinct IronMail
appliance configurations are available, depending on the deployment requirements.

Figure 1: IronMail offers flexibility for gateway-to-gateway and/or gateway-to-consumer
encryption.

Small-to-Medium Businesses

The IronMail S-Class is designed for small- to medium-sized organizations with 25 to 1000
concurrent email users. The S-Class is a comprehensive email security solution that combines
multiple best-of-breed technologies into a gateway appliance that is easy to install and manage,
and provides the most accurate and effective protection available.

Enterprises

The IronMail E-Class is designed for large organizations that demand the customization required
to support a global enterprise, without sacrificing performance and accuracy. The E-Class
provides the most accurate and effective protection, highest true throughput, and best return on
investment of any appliance on the market. Protecting the gateways of more than one-third of
the Fortune 500, the IronMail E-Class is the flagship of the IronMail product line.

ISPs and Carriers

The IronMail C-Class is designed to handle the email traffic of the most demanding email
environments in the world, including ISPs and multi-national corporations with several
geographically dispersed gateways.

Mail IronMail E-Class IronMail S-Class
C-Class
Model # C10000 E5000 E2000 $100/525 S10
. Intended Carrier or ISP Large Medium Small enterprise | Small office/
Basic Number of enterprise to large remote branch
Specifications Users enterprise office
Processor Type Dual Xeon Dual Xeon Pentium 4 Celeron D Celeron
Memory 2GB 2GB 1GB 1GB 1GB
Available Hard 273.4GB 273.4GB 80GB 80GB 80GB
Disk Capacity
RAID Yes Yes Yes Yes None
H/W Redundant Yes Yes None None None
Availability | Power Supply
Redundant Fan Yes Yes None None None
Module
Network NIC Ports 4 4 2 2 2
Interface
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or Secure Computing at:
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